
 

 

 

  

 



 

 

 

 

 
Supply chains of medical commodities in developing countries are often poorly 

monitored due to the lack of reliable and comprehensive decision data, opening the 

door to fraud and waste issues that negatively impact patients’ lives.     

 
Our solution, ChainSafe, employs a novel open-source platform that collects and 

relays secure product monitoring data captured at every point of drug and vaccine 

supply chains.  

 
Conceived at the CERN IdeaSquare in 2015 at THE Port Hackathon, and further 

developed in 2016, ChainSafe’s creators are seeking partnerships with global 

humanitarian and health organizations to implement a proof of concept of this 

innovative new platform in key countries.  

 

Medical product reliability: a crisis of confidence 
 
The distribution of life-saving vaccines & medications is essential to health efforts 

around the globe. Billions of dollars in aid are allocated every year to providing people 

in developing countries with medical products. As new vaccines and drugs are 

created the push to reach every person in need intensifies, the scope of this effort is 

expected to multiply.   

 
As exciting as this might be, challenges such as counterfeit, waste, and distribution of 

expired vaccines and drugs collectively pose a threat to our efforts. A high-performing 

distribution network is critical for ensuring that reliable health products are available 

at service delivery points where people need them. This is true for immunization supply 

chains (iSCs) as it is for drug distribution – both networks must be able to safely and 

reliably manage, store, transport, and deliver quality medical products to those in 

need. 

 
If the international community intends to meet these challenges and ensure that safe 

and effective medical products reach the right person at the right place and time, 

new thinking on supply chain intelligence is needed.  

 

The monitoring knowledge gap 
 

A key factor in ensuring a well-functioning distribution network is efficient and effective 

monitoring. Monitoring allows stakeholders to assess the correct functioning of the 

chain, as well as plan future actions and identify trouble points.  

 
 



 

 

 

 

Monitoring requires systematic and comprehensive data. Currently, however, there is 

a lack of decision data at all points of the chain. To a large extent, this is due to 

multiple non-integrated and outdated reporting and information systems in place in 

many developing countries. This lack of data leads to a “black box” where the 

product state is simply not known. 

 
Without accurate and detailed knowledge of the state of medical products, 

distribution networks cannot be properly managed – leading to several potential 

issues including over-stocking, stock-outs, mishandling, misplacing and wastage. 

Moreover, a poorly monitored distribution network opens the door for criminal activity 

such as theft and counterfeiting. These, in turn, weaken trust in medical products and 

in the ability of public health officials to provide quality health services to populations. 

 
To address this problem, track and trace systems were created to transfer information 

from the manufacturer to consumer and, in some cases, allow stakeholders to assess 

the path of medical products along the distribution network. However, existing 

solutions have a number of limitations, including: 

 
 No public information 

 One way street communication  

 No step by step information/data collection and transferring 

 High cost  

 
In addition, no current system systematically addresses the secure collection and 

sharing of decision data to the multiple stakeholders and actors in the distribution 

network. 

 
If we could open up the monitoring black box – learning the origin, characteristics 

and delivery route for each vaccine or drug – we would be able to detect diversions 

and unusual activities.  We would be able to know where and how the distribution 

network failed. We would be able to better tackle failures and solve problems at the 

local, regional and national level. 

 
This is exactly what ChainSafe does. ChainSafe is an open and integrated platform for 

medical product monitoring, using secured technologies that collect and share 

information needed to detect fraud, reduce costs, and ultimately save lives. 

 
  

In mid-2016, a criminal ring was revealed to be stealing used 

vials, re-filling them with various compounds, and re-selling them 

to over a dozen hospitals in Indonesia. As a result, the Indonesian 

government was forced to re-vaccinate up to several million 

children. The incident is the latest of several to have taken place 

in Indonesia over the past decade and a half. 

Known incidents of counterfeiting and fraud in vaccines are much 

less frequent than in higher-value drug products – but when it 

happens, the consequences for trust and safety are dire.  



 

 

 

Bringing clarity and security to the supply chain 
 

ChainSafe is a system that uses QR technology to collect and share data and 

information throughout the distribution network, from manufacturer to end user – 

transferring data to the cloud and storing it in an open blockchain database, called 

the OpenCS.  

 
ChainSafe is formed by five applications, each targeting a key actor.  

 

ChainSafe M 
 

The ChainSafe M App targets manufacturers. It allows manufacturers to create a 

unique key for self-identification. Based on this unique identity, manufacturers can 

create unique, digitally-signed QR codes containing information about its credentials 

and the characteristics of the product for each single unit of its vaccines and drugs. 

This signature cannot be forged.  

 
Vaccines and drugs and bundled into boxes. Each also receives a unique QR code 

that connects to the information about the vials or packs placed inside. The same 

happens when boxes are bundled into pallets. This creates a chain of information – 

and the QR code of a pallet allows users to identify every single vial within.  

 

ChainSafe C 

 
At the destination country, each storage unit is treated as a checkpoint. At the central 

storage unit, the QR code in the pallet is scanned. The ChainSafe C App captures, 

through this scanning, information about the date of arrival of that specific lot. This 

information is stored in the cloud-based, decentralized OpenCS database. By 

connecting to the information stored in the OpenCS blockchain, users can view the 

name of the vaccines in the lot, the number of vials in it, and the date the product 

expires – among other information key for stock management.  

ChainSafe Q 

 
The above process repeats at each checkpoint. In countries where random testing 

procedures are in place, quality control officials can check the tested vial or package 

using the ChainSafe Q App and transfer the information to the cloud. The vial’s unique 

QR code links to the lot number in the OpenCS blockchain, providing accurate 

validation for a large volume of product.  

 
The final checkpoint informs users that the product is leaving the supply chain and 

being transferred to the consumer/patient. This product will be marked as “used” – 

confirming that the product has reached the final destination.  

 

 

 

 



 

 

 

ChainSafe U 
 

At the final point of use, the health 

provider can scan the QR code of the 

product using the ChainSafe U App 

and access key information stored in 

the OpenCS.  

 

Users with internet access can view 

information such as: the credentials of 

the producer, characteristics of the 

vaccine or drug, date of production 

and date of expiry, as well as the 

location and timestamp of all previous 

checkpoints. 

 
If the product is expired, or if a diversion or unusual activity is detected, the app will 

alert users. Information about potentially fraudulent or expired product cases would 

be logged by the cloud, which would alert authorities – allowing them to map cases 

and investigate the issue.  

 
For users with limited internet connection, the offline features of the app will allow 

them to access the information stored directly in the QR code, which includes 

producer credentials, product origin, and date of expiry.  
 

Advances over existing systems 
 

The ChainSafe system is designed to offer incentives to all actors involved in the 

distribution process.  

 

Manufacturers can better identify their legitimate products, protecting their brand 

from the image damage of counterfeit.  

 

Storage unit managers and logisticians can digitise and automate part of the 

administrative process, enabling more systematic collection stock management 

data. Workers can thus save time and effort in collecting and registering data.  

 

Governments can access data to generate intelligence needed to monitor their 

medical programmes and address and refine supply policy and strategy.  

 

International Organizations can monitor the distribution of medical aid and assess 

bottlenecks. Global and national law authorities can identify the occurrence, 

geographical location and timeframe of counterfeit.  

 

And lastly, end users can assess the authenticity and quality of the vaccine/drug they 

receive.  

 
 



 

 

 

Securing the supply chain – one scan at a time 
 

ChainSafe understands that partial information is better than no information. Even if 

some checkpoints in the distribution chain are missed, we would still have more 

information than we have now.  

 
ChainSafe is a cost- and time-efficient solution. It significantly reduces the resources 

needed and makes data collection and sharing instant, allowing stakeholders to 

have cheap and real time information.  

 
The OpenCS, a blockchain-based database, lies at the heart of the platform. It offers 

a secure, decentralized backbone that increases transparency and democratises 

product knowledge. It also reduces the risk of the database being manipulated or 

corrupted, as the decentralization of the chain eliminates the single point of failure of 

traditional centralized databases in use by competing solutions.  
 

 

Platform integration: bridging the innovation divide 
 

Interoperability with existing in-country platforms is critical to sustainable innovation. 

True to its open philosophy, the ChainSafe platform is able to link directly to open-

source supply chain logistics solutions such as OpenLMIS.  

 

Used as a shipment check-in system, ChainSafe can provide real-time insights on 

inventory flow to logistics platforms, as well as analytics and notification tools to help 

managers rotate product stock and reduce wastage due to product expiry.  

 

 

Reaping the rewards of better information 
  
Strengthened trust in drugs and vaccines 

 

Maintaining trust in medical products is a continuous challenge. No product is 100 

percent effective, meaning that product failures can breach patients’ trust even in 

spite of the fact that these products save lives. With the additional layer of verification 

provided by our solution, healthcare workers and program managers are able to 

offset the present and future risk of fraudulent and expired products reaching the 

patient. Strong trust sustains strong demand, ensuring that live-saving medicines are 

accepted as essential to public health. 

 

Opening up the supply chain knowledge domain  

 
ChainSafe enables an unprecedented level of sharing of intelligence on product 

stock - providing program managers at all levels with geographically tagged data on 

inventory, shelf life, and fraud/waste signals. This data can be used to anticipate 

stock-outs at the district or national level, helping ensure a consistent supply of 

medical products to the end user. 

http://openlmis.org/


 

 

 

 

Safeguarding investments, protecting lives 
 

Every year, vast sums are spent by countries, donors, and humanitarian organizations 

to provide safe and effective medical products to the people that need them the 

most. Each stakeholder’s investment is susceptible to the issues of fraud and waste 

that ChainSafe works to eliminate. The resulting economic loss suffered by these actors 

runs well into the billions. 

 

Our team focused on proving our concept against the vaccine supply chain 

paradigm due to emergent concerns regarding waste and fraud, as well as the highly 

integrated nature of the vaccine supply chain compared to that for drug products. 

Most importantly, our deep knowledge of the vaccine supply chain allows us to 

estimate the impact of innovations such as ChainSafe that can help reduce vaccine 

waste. 

 

Gavi, the Vaccine Alliance, provides low- and lower-middle income countries support 

needed to introduce and sustain life-saving vaccines, spending over $1 billion each 

year on vaccine support. Over two out of every five children born are immunised with 

vaccines supported by Gavi. And Gavi estimates that about ten percent of the more-

than-200 million vaccine doses it procures each year are wasted due to stock 

mismanagement, cold chain failure, open-container wastage, and other losses.  

 

One vaccine available in all Gavi-supported countries, pentavalent vaccine, protects 

against five childhood diseases. Gavi supports the immunization of about 55 million 

children each year with this vaccine, contributing to the aversion of an estimated 

300,000 child deaths in the next five years. 

 

If an innovation such as ChainSafe can contribute to the reduction of pentavalent 

vaccine wastage by only one percent, the rescued product will enable the 

immunization of an additional 650,000 children annually – leading to an estimated 

7,500 additional child deaths averted annually. And this is only one of the eleven 

vaccines Gavi supports – wastage reductions across its vaccine portfolio would 

multiply this impact. 

 

 

  



 

 

 

Taking the next step 
 

ChainSafe is the outcome of over a year of thought and expertise among 

some of the world’s foremost innovators, brought together to create a novel 

solution to a growing problem. We now seek partners to help prove our 

concept against existing supply chain systems in pilot countries.  

 

A number of existing supply chain logistics platforms, including OpenLMIS, are 

likely targets for initial work. In addition, we aim to work closely with 

international organizations working to understand and address the growing 

issue of substandard, falsified, and counterfeit vaccine products, providing 

high-resolution, geomapped data and analytics for identifying patterns of 

misuse. 

 

We invite all interested parties to contact us at info@chainsafe.org or +41 (0) 

78 841 52 97 to discuss the way forward. 

 

Contact us 

CSI is a Geneva-based multidisciplinary collaboration between technologists, 

humanitarians, and entrepreneurs. We’d like to hear your thoughts about our work.  

Reach out to us at info@chainsafe.org for more information, or call us at +41 (0) 78 841 

5297.

mailto:info@chainsafe.org
mailto:info@chainsafe.org


 

 


